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Abstract:
This pCR proposes detailed procedure for Security handling in mobility under clause 6.5 discussing security between UE and the 5G core network. 
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Rationale

This pCR proposes detailed procedure for Security handling in mobility under subclause 6.5 in TS 33.501 to elicit security procedures between UE and the 5G core network during handover. The skeleton of subclause 6.5 is as proposed in the companion contribution S3-172456. The text proposed in this pCR is similar to the corresponding subclauses in TS 33.401 (mapping shown in companion contribution S3-172439). For the purpose of readability, only the changes from TS 33.401 are shown in track change mode. However, the entire text in this pCR is proposed for inclusion in TS 33.501.
Only the procedures involving the 5G core network and its interaction with the UE during handover are captured in this subclause. The procedures involving the AS and its interactions with the UE during handover are captured in subclause 8.3 in the companion contribution S3-172461. 
2
Detailed proposal
*********** Start of change ***********
6.5.1.2.1
Xn-handover

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.2, which is about Xn-handover.
During Xn handover, upon reception of the N2 PATH SWITCH REQUEST from the target gNB, the AMF shall increase its locally kept NCC value by one and compute a new fresh NH by using the KAMF and its locally kept NH value as input to the function defined in Annex X. The AMF shall then send the newly computed {NH, NCC} pair to the target gNB in the N2 PATH SWITCH REQUEST ACKNOWLEDGE message.
6.5.1.2.2
N2-Handover without AMF change

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.3, which is about N2-handover without AMF change.

Upon reception of the HANDOVER REQUIRED message, the  AMF shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex X. The AMF shall store the fresh {NH,NCC} pair. 
The AMF shall then send the stored {NH, NCC} pair, UE mobility restrictions and NSSAI to the target gNB in the N2 HANDOVER REQUEST.

6.5.1.2.3
N2-Handover with AMF change

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.3, which is about N2-handover with AMF change.

Upon reception of the HANDOVER REQUIRED message, the source AMF shall derive KAMF* as defined in clause X and increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex X. The source AMF shall store that fresh pair and send it to the target AMF in the N14
FORWARD RELOCATION REQUEST message. The N14
FORWARD RELOCATION REQUEST message shall in addition contain the KAMF* .

The target AMF shall use local storage to store the KAMF* and {NH, NCC} pair received from the source AMF. 

The target AMF shall then send the received {NH, NCC} pair to the target gNB within the N2 HANDOVER REQUEST.

Editor’s Note: Input parameters used to derive KAMF* are FFS.
*********** End of change ***********
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